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Name af company covered by this ceetilication: Arcostook Internet
Form 499 Filer 113; 826938

Name of signatory: Eric R, Warren

Litle of signatory: [T Manager

L Eric R, Warren, certify that ! am an ofticer ot the company named above, and acting as an agent of the
company, that | have personal knowledge that the company has established operating procedures that are adequate
to ensure compliance with the Commission’s CPNIrules, See 47 C.F.R. § 64.2001 ¢f seq.

Atlached 1o this certification is an accompanying statement explaining how the company’s procedures
ensure that the company is in comipliance with the requirements set forth in section 642001 ef seq. of the
Commission’s rules,

The company has not taken any actions (proceedings instituted or petitions filed by a company at either
state commissions, the court system. or at the Commission against data brokers) against data brokers in the past
vear. Companties must report on any information that they have with respect to the processes pretexters are using to
attempt to access CPNI L and what steps companies are taking to protect CPNL

Please find attached vur policies and procedures for protecting our customers” CPNLL

The company has not received any cusiomer complaints in the past vear concerning the unanthorized release of
CPNI (number of customer complaints a company has received related w© unauthorized access to CPNLL or
unauthorized disclosure of CPNI broken down by category or complaini, e .. instances of improper access by
employees. instances of improper disclosure to individuals not anthorized to receive the information. or instances of
improper access to online information by individuals not authorized to view the intormation).
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The unauthorized disclosure of CPNI is considered a breach of
company policy and warrants the following disciplinary action:

Group 4:
l1st Offense: Written Warning or Suspension or Termination
{depending on severity of offense)
Any questions regarding compliance with the applicable law
and this Manual should ;

VT

Fric Warren, (207) T69-2¢91

»

Any viclation of, or departure from, the pollicles anc

procedures 1n this Manual shall be reported mevdmataly to:
FEric Warren, (207 7 691 x.106
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They are writien (o ensure that no use of CPNI is made until a full review of applicable law has occurred.
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Employees who are unsure whether specific information is CPNI, or are
in need of assistance with a specific customer contact should ask
their Team Leads, or direct Supervisor for procedural clarification.
Any violation of this Order will subject the employee toc the Coxporate
Digcipline Policy up to and including immediate discharge

CUSTOMER SERVICE CPNI REQUIREMENTS AND VERBIAGE

CENI is informalki that detaills the customer’s usage and the
Ve
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1" confirming a random account password known only to the “responsible
billing party,” and 2™ receiving permission from the billing party to
“review their records for the purpose of coffering additional service
opticons.” Also, we must deocument the customer’s account each time the
“password” and cor “perm1531on" have been given.
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For customers with established account passwords, we
are to state the following:

CPNI’ Customer Account Authent.:.cat.ton Statement
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If the caller cannot provide the password, we will then ask a
previously obtained “non-biographical” security guestion noted on the
customer’s account:
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If the callexr cannot provicde the account password, the answer to the

security question, or the CPIN number from their statement, we can do

any

of the following:

Call the acvcount telephone number (not CBER #) and upon answering
the call, we can advise

customer of thelr acgoount password,
arnd next handle the custoper’s service request.

Send the acoount paSSh» seryvice reguest information via e-
maili Lo the ”u%?ommy’

sunlabn] lshed fop ;
Account 1nfo # password togethe r)
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Post off] 3 s piliing address on vecord (o iong
as it or greater than 30 davys)

The customer ¢ s1lling office and show a vaiid
phovo D, whioh identity, and allows for full

account auchorization ana password digsclosur

If the caller accurately provides the password, we then are requlrsd




permission to “review their reccrds for the purpose of

wddinicnal service opticns.” (See DOCT Authorization

Documentation of Customer Account Authentication inm QDS-
Document Authentication approval in QDS- After the customsr
Given the appropriate authentication (password or security guestiond,

wiii nefe the information in the comments screen of
PEPIST TN A o1 iy PESW comment oode will e
Example: AA  CPNI Password stated by Fred

AAR CPNI Security question answered correctly by Fred
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*The immediate documentation of a confirmed or a rejected
“"Authentication” will create a "time stamp” within the Comments screen
of when and who we spoke with, This will be of great importance in
the event we are ever gquestioned if the appropriate course of action
was performed during any of cur customer contacts.
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Duration of Call Consent (DOCCY allows AINOP Phone to use a

customer’s CPHNT for ?f Lhe duration of that ifnbound call. 1t does
not provide AINGE portunity to use the customer’s CPNT in
the future without aQK1mg ime tor thelr consent. (Lo
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of CPNI Authorization (DOCC) in @DS-

Dogcument DOCC approval in QDS~ After the DOCC statement
' i 1 hhe ermission has been obtalined to
: » the informaticon in the c&mmaﬂts sUreen
,,ldﬁ” Irigulrs {z new CPNI DOCC Approved commenit oode will
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Example: AB CPNI DOCC Approved hy Fred

Documentation of CPNI Authorization (DOCC) Refusal in QDS-
Document DOCC refusal in QDS- After the DOCC statement has been

provided, and the customer has REFUSED to allow us the use of thel

P 1
CPNL, the negotliator Willi note tThe information in the commants sore
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Example, ABB CPNI DOCC Refused by Fred

DOCC authorization, ”%q@TlutOjA may ONLY
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oth; Youl of bucket” service
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keefusal comment, the

the course of action that was taken, what was regussted, and by whom .

*The documentation sequence of a confirmed or a rejected
YAuthorization” will create a “time stamp” within the Comments screen
of when and who gave us permission to offer the services contained in
the order. The “Authorization” comment is required to be entered
prior to the creation of the order. This will be of great importance
in the event we are ever guestioned if the appropriate course of
action was performed during any of our customer contacts.
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CPNI is not required if offering services directly related to the
customer’s existing service relationship-

Any carrier may marxet and/or sell telecommunicatiao
diresctly rslataed to the customer’s current service reiaté'
same bucker.) This means that 1f AINOP Phone is currently
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Documentation of In-Office customer account Authentication in QDS
Document the ID presentment and authentication approval in QDS-

ey thﬁ customer has provided a Government issued photoe 1D, and

sropriate authentication hag been determined, the negotiator will

cte the informatlon in the comments screen of QDS Subscriber Inguiry.

{a new CPNT FS5W comment code will be added)

Example: ARMAA CPNI ME Lic presented by Fred

Individual duty to protect CPNI

The :rot@ctLﬂw cf CPNT ries ‘ :
s @La- ion. We are reguired to f04¢dﬁ the correct shredding
practices/recycling procedures outlined within our AINOP Phone Privacy
Policy. This pﬁ:rry in gene r ointernal use, we
:stroy all credit card/pavment information, account service
TPPOrd“/%tﬂtﬁmﬁ s, printed service orders and anything containing a
customer’s perr@nal data. In additiocn to ddnwr?hq Lo whe required
Shﬁ@ﬂdinq practices, representatives must take proper security

to protect the indirect viewing of their customer’s CPNI on
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CPNI Protection for Online Account Access (EBPP):

CPNY protection for QOnline Account Access (EBPP)

The Order requlires pa&%w%r”~prhn tion for online access Lo

Jecause we are prohiblted from relying on "readily &Vaiiahle

rgraphical informat m" or "account information” to authenticate a
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“immediate harm,” we must first consult with the
relevant investl agency, and upon receiving theilr consent, we
may send Jﬁii\lfmﬁi nas oh toe the affected customer.

%r} mploye of CEND Order, or any employee havirng

1T vi\“ &f a vi@latlon oi the CUPNI Order policy shall promptly
rmpmxt such viclation to the appropriate level
manegemnent [(Direcreor Level; of AINHP llune will
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All Carriers are required to maintain for TWO Years, a record of the
following:

s+ The date that the CPNI breach was discovered

¢ The date notification was sent to the USSS and the FEBI

¢ The USSS and FBI response

¢ A detailed description of the CPNI that was breachad and the
circumstances of the breach

*Employees who are unsure whether specific information is CPNI, or are
in need of assistance with a specific customer contact should ask
their Team Leads, or direct Supervisor for procedural clarification.

All consumer complaints must be investigated and documented

s

Ry Jﬁfu'rflxn or gomplaint of unauthorized CPNI ai

[

DTG MUEt De
appropriate ?%vml of management, and dﬁﬁlW'“r,d in the
soyeoen of QDS Subscriber Tnguliry. A summary of all consumer
complalnts rece1ved within the year (December B, 2007- March 1, 2008)
ragarding the unauthorized release of CPNI, is required to accompany
our annual March 1°% certification. This includes :

¢ The number of complaints broken down by category (e.g.,

improper access by employees, by unauthorized individuals, or
online)

® Information regarding “pretexter’” tactics and carriers’
protective steps taken.



Notification Process for Account Changes:

that we notify customers
password has been changed
e oo Chatk-up gecurity
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(oY oniine account has be creabad or changed
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Suggestions for customers to further guard their
information.

You can ask AINOP Phone to:

activate the online aceess feature 1f you don’ it manags your acosunt

Change vour telephone nuroer, and reguest non-published service.
np oo non-pliographical password for telephone account acoess.

IS

Four Things for CSRs to Remember:
PooAuthenticate every customer, and wWhen necessary, gel account
Luthorization pricr teo discussing products or services.
Authenticate every customer, and when necessary, get account
; i prior to discussing products oy
irare every customer, and when nece
pricr to discussing products or services.
1ve every customer, and when necessary, get acoout

prior to discussing progucts or services.

SV LICaSE.,

Spary, Jget account

P11 VIAUTHENTICATE AND GET AUTHORIZATIOM!!!!
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AA = CPNI Password confirmed

AAA= CPNI Security question answered
AAAA=CPNI Photo ID presented

AB= CPNI Authorized DOCC statement

ABB= CPNI Refused DOCC statement

ABC= CPNI N/A DOCC statement

CPIN= Pin Number for CPNI authentication on
statements

WELC= Welcome Kit Mailed

<l



APPENDIX 1
SAMPLE CHANGE OF ACCOUNT RESPONSIBILITY LETTER

Telephone Number: XXX-XXX-1234

1 Cuatomer,

Account Holder responsibility has been changed for the
Telephone number listed above.

An Account Holder has full account management authorization
including but not limited to the viewing and paying of the
monthly statement, as well as various other service and

1

equipmaent related changes.

I1f vou did not reguest thils change, please contact us
immediately at L-800-752-4330,

—

Thank you for your immediate attention to this matter,
AINGP Phone



APPENDIX 2
SAMPLE CHANGE OF EBPP ACCOUNT PASSWORD

Teiaephone Number: XXX-XXX-1234
Deary Customer,

The On-line account password for the Telephone number 1li
above was changed on 12/9/2007.

Your security is ilmportant to us. If you are unaware of
this action, please contact us ilmmediately at 1-800-752-
4330 .

Thank vyou for your immediate attention to thils matter.
ATNOP Phone



APPENDIX 3
SAMPLE CHANGE ACCOUNT PASSWORD

Telephone Number: XXX-XXKX-1234
Uear Customer,

The a

{

1 ccount autherization password for the Telephone number
listed above was changed on 12/9/2007.

Your security 1s important to us. If you are unaware of
this action, please contact us immediately at 1-800-752-

Thank vou for your immediate attention to this matter.
g

ATNGP Phar



APPENDIX 4
SAMPLE CHANGE OF CHANGE OF ADDRESS

Telephone Number: XXX-XXX-1234

F

Dear Customer,

- %
]

The On-line account password for the Telephone number
above was changed on 12/%/2007,

isted

1...._-

Your security is important to us. If you are unaware of
thiz action, please contact us immediately at 1-800-752-
T

Thank vou for your immediate attention to this matter.
ATNOP Phone



APPENDIX 5
Employee Verification of Review of Manual

Yoy g 3 e 1w e g R
Employes Name:
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I have reviewed the Company’s Customer Proprietary Network
Iinformation

Compliance Manual and Operating Procedures and agree to
comply with the

procedures set forth thervein.

Employee 3Slgnature






